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Local Lipschitz Constant Computation of ReLU-FNNs:
Upper Bound Computation with Exactness Verification
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Abstract— This paper is concerned with the computation of
the local Lipschitz constant of feedforward neural networks
(FNNs) with activation functions being rectified linear units
(ReLUs). The local Lipschitz constant of an FNN for a target
input is a reasonable measure for its quantitative evaluation
of the reliability. By following a standard procedure using
multipliers that capture the behavior of ReLUs, we first reduce
the upper bound computation problem of the local Lipschitz
constant into a semidefinite programming problem (SDP). Here
we newly introduce copositive multipliers to capture the ReLU
behavior accurately. Then, by considering the dual of the SDP
for the upper bound computation, we second derive a viable
test to conclude the exactness of the computed upper bound.
However, these SDPs are intractable for practical FNNs with
hundreds of ReLUs. To address this issue, we further propose a
method to construct a reduced order model whose input-output
property is identical to the original FNN over a neighborhood
of the target input. We finally illustrate the effectiveness of
the model reduction and exactness verification methods with
numerical examples of practical FNNs.

Keywords: feedforward neural networks (FNNs), rectified lin-
ear units (ReLUs), local Lipschitz constant, upper bound,
copositive multiplier, exactness verification, model reduction.

I. INTRODUCTION

Control theoretic approaches for the reliability certification
of deep neural networks have gained considerable attention
recently. These studies are roughly classified into two cate-
gories: the treatment of static feedforward neural networks
(FNNs) [11, [2], [3], [4], [5] and the treatment of dynamical
networks such as recurrent neural networks (RNNs) [6],
[7], [8], [9]. In the present paper, we focus on FNNs, and
investigate the computation problem of the local Lipschitz
constant for a target input. The effectiveness of FNNs in
image recognition and pattern classification, etc., is widely
recognized. However, it is known that some FNNs exhibit
unreliable behavior such that small perturbation on an input
leads to a totally different output [10]. The existence of such
inputs, known as adversarial inputs (perturbations), shows the
unreliability of the FNN. By computing the local Lipschitz
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constant, we can ensure the absence of such adversarial
inputs, and thereby certify the reliability of the FNN.

In this paper, we first reduce the upper bound computation
problem of the local Lipschitz constant into a semidefinite
programming problem (SDP), by following the standard
procedure using multipliers that capture the input-output be-
havior of ReLUs in quadratic constraints [4]. Here we newly
introduce a set of multipliers constructed from copositive
matrices [11], in order to accurately capture the nonnegative
behavior of ReLLUs. In addition, we prove that the copositive
multipliers encompass existing multipliers such as O’Shea-
Zames-Falb multipliers [12], [13], [14], [15] and the multi-
pliers introduced in [4]. We next focus on the dual of the
SDP for the upper bound computation. Then we derive a
rank condition on the dual optimal solution under which
we can conclude the exactness of the obtained upper bound.
In particular, this also enables us to extract the worst case
input that deviates the corresponding output most far away
from the original one. However, for practical FNNs with
hundreds of ReLUs, these SDPs are inherently intractable,
since the size of the multiplier grows linearly with the
number of ReLUs and thus the computational complexity for
solving these SDPs increases quite rapidly. To address this
issue, we further propose a method to construct a reduced
order model whose input-output property is identical to the
original FNN over a neighborhood of the target input. We
finally illustrate the effectiveness of the model reduction and
exactness verification methods by numerical examples on a
practical FNN in [2] designed as an MNIST classifier.

In this paper, all the proofs for technical results are omitted
due to limited space.

Notation: The set of n x m real matrices is denoted by
R™ ™ and the set of n X m entrywise nonnegative matrices
is denoted by R’*™. For a matrix A, we also write A > 0
to denote that A is entrywise nonnegative. We denote the set
of n X n real symmetric matrices by S™. For A € S", we
write A > 0 (A < 0) to denote that A is positive (negative)
definite. For A € R™ ", we define He{A} := A 4+ A”. For
A€ R™™ and B € R"™*™, (x)T AB is a shorthand notation
of BT AB. We denote by D" C R™*" the set of diagonal
matrices. A matrix M € R™ "™ is said to be Z-matrix if
M;; <0 for all ¢ # j. Moreover, M is said to be doubly
hyperdominant if it is a Z-matrix and M1, > 0, 15]% >0,
where 1,, € R™ stands for the all-ones-vector. We denote by
DHD" C R™*™ the set of doubly hyperdominant matrices.

n
ZU?. For vy € R"
j=1

For v € R", we define |[v|z :=
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and ¢ > 0, we define B.(vg) := {v € R": |v —wp|a < e}

Finally, for the i-th unit vector e; € R™ and the index set

N c {1, - ,n}, we denote by @ e; € RVIX™ the matrix
ieN

that arrays e’ vertically for i € N. For instance, if n = 4

and N = {1,2} then we have @ei = [(1) (1) 8 8]
iEN

II. LocAL L1PSCHITZ CONSTANT COMPUTATION
PROBLEM OF RELU-FNNS AND BASIC RESULTS

A. Local Lipschitz Constant Computation Problem
Let us consider the single-layer FNN described by

G: z= Wout(I)(VVinw + bin) + bout~ (1)

Here w € R™ and z € R are the input and the output of
the FNN, respectively. On the other hand, W, € R™™ and
Win € R™™ are constant matrices constructed from the
weightings of the edges in the FNN. The constant vectors
bin € R™ and boy € R' are biases at input and output,
respectively. Finally, ® : R"™ — R"™ is the static activation
function typically being nonlinear. In the following, we
denote by z = G(w) the input-output map of the FNN.

In this paper, we consider the typical case where the
activation function is the (entrywise) rectified linear unit
(ReLU) whose input-output property is given by

O(q) =[dlq1) - dlan) ],

o: kR o ={ 7 120

2

For p,q € R", it is shown in [1], [16] that p = ®(g) holds
if and only if

p—q>0,p>0, (p—q)@p=0 (3)

where ® stands for the Hadamard product.

The local Lipschitz constant for the FNN given by (1) at
a target input is defined as follows.
Definition 1: (Local Lipschitz Constant at Target Input) For
given target input wg € R™ and error bound & > 0, the local
Lipschitz constant L, . for the FNN G given by (1) and
(2) is defined by

Ly :=min{L: |G(w)— G(wo)|z < L Vw € Be(wp)} . (4)

The target input wy € R™ and the error bound £ > 0 are
determined by the one who evaluates the reliability of the
FNN. The goal of this paper is to compute the local Lipschitz
constant as accurately as possible. From Definition 1, we see
that the bias b,y at output is irrelevant to the local Lipschitz
constant. Therefore we let b,y = 0 in (1) in the following.

The computation of the local Lipschitz constant is strongly
motivated by the demand of robustness analysis of FNNs
against adversarial inputs (perturbations). To be more con-
crete, let us follow the convincing discussion in [17] and
consider the case where the FNN G given by (1) is used as
a classifier. Namely, the FNN G receives m features as input

and returns [ scores as output. We define the classification

rule C: R™ — {1,--- 1} by

C(w) := argmax G;(w). ®)
1<i<l

Now suppose wy is an input that is classified correctly by the

classifier. Then, the classifier is locally robust at the target

input wy against all the perturbed inputs w € B, (wp) if

C(w) = C(wp) Yw € Be(wp). (6)

Regarding this condition for ensuring the robustness of the
FNN, it has been shown in [17] that the next result holds.
Proposition 1: [17] For the classifier C': R™ — {1,--- I}
given by (5) and (1) and given wy € R™ and £ > 0, let us
define i* := C'(wp). Then the condition (6) holds if

Lug,e < Gix (wo) — G (wo). 7

— min
V2 1<5<t i

From this proposition, we see that we can examine the
absence of adversarial inputs and hence ensure the reliability
of the FNN by computing the local Lipschitz constant.

B. Basic Results

To grasp the properties of the ReLU given by (2), we
borrow the idea of integral quadratic constraint (IQC) theory
[18]. Namely, we introduce the set of multipliers IT* C
S*"*1 such that

117 1
I = {H € sl |:q:| I |:q:| >0Vg,peR" st.p= @(q)} . (8
p P

This type of multiplier is already introduced in [3], [4]. Then,
we can readily obtain the next results.

Theorem 1: For given input wy € R™ and ¢ > 0, let us
define zyp := G(wg) where G is the FNN given by (1) and
(2). Then, Ly, < \/Lsq holds for the FNN G if there exist
7 > 0 and II € IT* such that

—Leg+7e2 0 0 1 0 0
(=T * —71,, 0 —wg L, O
* * Il —20 0 Wout
1 0 O ©)
‘I'(*)TH bin VVin 0 j 0
0o 0 I,

where * stands for the matrix determined by symmetry.

From Theorem 1, we see that the upper bound computation
problem of the Lipschitz constant for the FNN given by (1)
can be formulated as

inf Lyq subject to (9).

10
Leg,TIEMT* (10)

We note that Theorem 1 is a special case result of [4]
where more general class of reliability verification problems
are considered. Our novel contributions in this paper include:
(i) providing novel copositive multipliers capturing accu-
rately the input-output behavior of ReLUs; (ii) deriving an
exactness verification test of the computed upper bounds by
taking the dual of the problem (10); (iii) constructing reduced

order models enabling us to deal with practical FNNs with
hundreds of ReLUs.
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III. NOVEL MULTIPLIERS FOR RELUS AND
COMPARISON WITH EXISTING ONES

In this section, we consider the concrete set of multipliers
that satisfy the condition in (8). To this end, we define the
positive semidefinite cone PSD™ C S, the copositive cone
COP™ C S", and the nonnegative cone NN C S™ as
follows:

PSD" :={P cS": 2TPx >0 Vz € R"},
COP" :={PeS": 2"Pz>0Vz eR"},
NN" :={PeS": P >0}

We can readily see that PSD" C PSD" + NN" C
COP"™ where “+” here stands for the Minkowski sum. The
copositive programming problem (COP) is a convex opti-
mization problem in which we minimize a linear objective
function over the linear matrix inequality (LMI) constraints
on the copositive cone [11]. As mentioned in [11], the
problem to determine whether a given symmetric matrix is
copositive or not is a co-NP complete problem. Therefore,
it is hard to solve COP numerically in general. However,
since the problem to determine whether a given matrix is
in PSD + NN can readily be reduced to an semidefinite
programming problem (SDP), we can numerically solve the
convex optimization problems on PSD + NN

A. Novel Copositive Multipliers for ReLU

By focusing on (3), we can state the first main result of
this paper.
Theorem 2: Let us define IIcop, Iy C S?* L by

IIcop = {HGS: H:(*)T(Q+j(J))E,
Jeb", Qecop*ti},
Myy:={leS: I=xT(Q+IT())E,

JeD", Qe NN, (11)

1 Ol,n Ol,n 0 Ol,n Ol,n
Ei= 0,1 —I, I, |, J():= | Opn J
Op1 O0n, Iy * ok Opg

Then we have Iy C Heop C IT*.

In the following, we review existing multipliers capturing
the behavior of ReLUs. Then, we clarify the inclusion rela-
tionship among those existing ones and the set of copositive
multipliers II¢cpp and its inner approximation Ixsa.

B. O’Shea-Zames-Falb Multipliers

We now review the arguments in [15] on O’Shea-Zames-
Falb multipliers [12], [13]. The overview of O’Shea-Zames-
Falb multipliers can be found at [14], where the contributions
of O’Shea to the development of the multipliers are empha-
sized. Due to this reason, we call the multipliers as O’Shea-
Zames-Falb multipliers as opposed to the well celebrated
moniker Zames-Falb multipliers. This modified moniker has
already been employed, e.g., in [19].

We first introduce the following definition.

Definition 2: Let 4 < 0 < v. Then the nonlinearity ¢ :
R — R is slope-restricted, in short ¢ € slope(u,v), if
¢(0) =0 and

o(x) — 9(y)
-y

o(x) — 9(y)
r—y

<v

< sup
zFy

<

for all z,y € R, = # y.

The main result of [15] on the static O’Shea-Zames-
Falb multipliers for slope-restricted nonlinearities can be
summarized by the next lemma.

Lemma 1: [15] For a given nonlinearity ¢ € slope(u,v
with p < 0 < v, let us define ® : R™ — R™ by & :=
diag(¢, - - ,¢). Assume M € DHD™. Then we have

()7 [1\04 -’V-(T)T] ({_”ﬁ;@ _LI:L} {J’E)D >0 Vz € R™.

From this key lemma and the fact that the ReLU ¢ : R —
R satisfies ¢ € slope(0,1), we can obtain the next result.
Proposition 2: Let us define

ﬁOZF = {ﬁES: ﬁ:(*)T

0 ]\/I} {In —I,

Mol ld L ] MeDHD},

Ilozr = {HES: H:diag(07ﬁ)7 ﬁeﬁozp}. (12)

Then we have Ilozp C IT*.
C. Multipliers by Fazlyab et al. [4]

We next review the multipliers introduced by Fazlyab et
al. in [4]. To this end, let us define

1<i<j<n
Then, the result in Lemma 3 of [4] can be summarized as
follows.
Proposition 3: [4] Let us define I, € S*"™! by

0 —v v+n
IIp,, ;= <IIeS: II=|x 0 A+T ,
* x —2(A+T) (13)

vInT eR?, AeD", TeT"y.

Then we have Ily,, C IT*.

D. Comparison among Multipliers

We are now ready to clarify the relationship among the set
of multipliers II¢cop and IIxrar given by (11), Ilpzr given
by (12), and Ilp,, given by (13). The next theorem is one
of the main results of the present paper.

Theorem 3: For the sets of multipliers Ilcop and IIapr
given in (11), Ilozr in (12), and Ilg,, in (13), we have
Iozr C Han Ceop and Mg, C Iy C eop.

On the basis of this result, we now describe the SDP for
the upper bound computation of the local Lipschitz constant
of the FNN given by (1) and (2). Since the inclusion rela-
tionships in Theorem 3 hold, and since II;»p is numerically
intractable, we focus on the following SDP:

Vorimal = qu,T,iIIIlgnNN Ly subject to (9). (14)
If this SDP is feasible, we can conclude that L, c < Vprimal-
Remark 1: The usefulness of the copositive multipliers or
its inner approximation has been already observed in the
stability analysis of recurrent neural networks (RNNs) with

activation functions being ReLUs, see [9], [20].
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IV. DUAL SDP AND EXACTNESS VERIFICATION

By solving the (primal) SDP (14), we can obtain an upper
bound of the local Lipschitz constant. However, if we merely
rely on such upper bound computation, we cannot draw any
definite conclusion on how far the upper bound is close to
the exact one. To address this issue, it is well known in the
field of robust control that considering the dual problem is
useful [21], [22], [23]. By following the Lagrange duality
theory for SDPs [24], the dual SDP of (14) can be obtained
as follows:

T
20
fyﬁual = sup trace (*)TH (. subject to
HGSL«FWH»n 7W0utT
Hyp =1,
2 T T
5} — Wy wWo Wy H11 H12 >
(Al
diag(—binH13 — WinHas + Hss) = 0, (15)
T
1 Ol,m Ol,n
()TH | =bin —Win I, >0,
Ol,n On,m In
Hy, Hyp Hia
H =: ¥  Hog Hos|, Hog € ST, Hss € Si
* % H33

We can prove that the primal SDP (14) is strongly feasible.
Therefore, the dual SDP (15) has an optimal solution, and
there is no duality gap between (14) and (15) and thus
Yprimal = 7Ydual holds [25]. By focusing on the dual SDP
(15), we can obtain the next results on the exactness verifi-
cation of the computed upper bounds.

Theorem 4: Suppose rank(H) = 1 holds for the optimal
solution H € S} of the dual SDP (15). Then we have
Ly ,e = 7Ydual- Moreover, the full-rank factorization of the
optimal solution H € S}t %" is given by
11711"
H = [ho| |he
hs| |hs

, ho € R™, hg € R". (16)

In addition, if we define w* := hg, then w* € B.(wq) holds,
and w* € B.(wy) is one of the worst-case inputs satisfying

Lug e = |G(w") — G(wo)|

V. EXACT MODEL REDUCTION AROUND TARGET INPUT

When solving the SDP (14), we have to deal with the
multiplier variable IT € TI* C S*"!. Here, n stands for the
number of ReL.Us and this would be at least a few hundred in
practical FNNs. Therefore, in practical problem settings the
SDP (14) becomes intractable. To address this issue, in this
section, we propose a method for the reduction of the number
of ReLUs while maintaining the input-output behavior of the
original FNN, by making full use of the property of ReLUs
and the local Lipschitz constant computation problem.

To be precise, let us consider the behavior of

z = Woutq)(Winw +bin)7 Win S Rnxm’ Wout S Rlxn

for w € B.(wy). To this end, let us define ¢ = Wi,w + by,
and go = Winwg + bin. Then we see

: = qo.i—¢|Win il2, C— g it W
wolin 6= do. &[Win il2 woBX i q0,i+€|[Win il2
where Wy, ; € RYX™ stands for the i-th row of Wi, €
R™> ™ Tt follows that

{ qo,i > €Winile = ¢ >0 VYw € B (wp),

90,0 < —€Winil2 = ¢ <0 Vw € Be(wp). 17

With this fact in mind, let us define

Zn = {1727 an}a
Ni={i€Zy: qoi>e|Win,la},
NO = {7/ S Zn - qo,i < _€‘I/Vin,i|2}u
Nr = 2Z, \ {N+ UNO}'

(18)

Then, ¢; with i € N, is never rectified for all w € B.(wy),
q; with i € N is rectified for all w € B.(wy), and for ¢; with
i € N we cannot say anything definitely. This motivates us
to define

E+ = @ €i, Er = @ €i,

. 1EN L _ N, (19)
Win = EJrWin; bin = E+bin7 Wout = WoutEI;
Win = ETWiI‘U bin = Erbin7 Wout = WoutErT~

Then, we can obtain the next reduced order model with the
number of ReLUs being n, := |N,|.

G?" 2= Wout (Winw +Zin) + /W\out(b(/Man + z)\in)- (20)

By the construction procedure of this reduced order model,
the next results readily hold.

Theorem 5: For the FNN G given by (1) and (2), let us
consider the reduced order model GG, constructed by (20),
(18), and (19). Then, we have

G(w) = G,(w) Yw € B.(wop). 20D
Remark 2: From the observation (17), we have constructed
explicitly an exact reduced order model G, whose input-
output behavior is identical to the original FNN G for inputs
w € B.(wg). Similar observations to (17) are used in [4] for
the purpose of tightening multiplier relaxations.

By using the reduced order model G,., we can derive the
primal and dual SDPs for the upper bound computation of
the local Lipschitz constant L., . of the original FNN G.
These are given as follows:

Primal SDP:

inf Lgq subject to
Lyg,m €M N

—Lyg+7e2 0 0
()T

2 —
Tred ,primal *—

* -7l 0
* * I

1 0 0
—Wo Im 0
/Wout’l;in — 20 Woutwin /W\out (22)
1 0 0
+(*)TH Ein /Win 0 50
0 0 I,
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Dual SDP:

(Woutgin - ZO)T

'YrQed,dual = s;lip+ prace (*)TH Wiwoj;t subject to
HeSs Woj;it
Hy =1,
e — wgwo wg Hy1 Hypo
e >
trace ({ N I, « Hop >0,
diag(—binH13 — WinHas + Hzz) =0, (23)
T
}\ OL@ Ol,n,.
)TH | =by Wiy L, | 20,
Ol,nr On,r,'m, In,T

* Hyy Haz|, Hyo €ST, Hsy €Sy

Hll H12 H13
H=
* * H33

In the primal SDP (22), we emphasize that the size of the
multiplier variable II has been reduced to 2n,. + 1. Similarly,
in the dual SDP (23), the size of the dual variable H has been
reduced to 1 +m + n,.

Again, we can prove that the primal SDP (22) is strongly
feasible. Therefore, the dual SDP (23) has an optimal so-
lution, and there is no duality gap between (22) and (23).
NamGIY7 Vred,primal = Tred,dual > Lwo,s holds. In addition,
as for the exactness verification, the next results follow.
Theorem 6: Suppose rank(H) = 1 holds for the optimal
solution H € S}ﬁ"’*"r of the dual SDP (23). Then we have
Liy,e = Vred,dual- Moreover, the full-rank factorization of

the optimal solution H € Sf”””r is given by
117171"

H= |hs ho s hy € Rm, hs € R"™. 24)
hs| |hs

In addition, if we define w* := hg, then w* € B.(wp) holds,
and w* € B.(wg) is one of the worst-case inputs satisfying
Luyg e = |G(w") = G(wo)la-

VI. NUMERICAL EXAMPLES

In this section, we illustrate the usefulness of the model
reduction and exactness verification methods by numerical
examples. When solving SDPs, we used MATLAB 2023a
and the SDP solver MOSEK [26] together with the parser
YALMIP [27] on a computer with CPU 12th Gen Intel(R)
Core(TM) 19-12900 2.40 GHz.

We use the MNIST classifier (SDP-NN) described in [2],
which is a single-layer ReLU-FNN. The inputs are 28 x 28
pixel data of handwritten digits from 0 to 9. The magnitude
of each pixel is normalized to [0 1]. The number of ReLUs
used in this FNN is 500. It follows that m = 784, [ = 10, and
n = 500 in (1). The classification rule is given by C(w) :=
argmax G;(w) — 1.
1<i<10

As for the target input wy € R™, we chose the one
whose image is shown in Fig. 1 where |wg|z = 9.9652. The
corresponding output zg = G(wy) is also shown in Fig. I.
We can confirm that the input wy is correctly classified as 2.

If we directly work on this FNN and solve the primal SDP
(14), we have to deal with the multiplier variable II of size
2n + 1 = 1001. However, this is numerically intractable.
We therefore applied the exact model reduction method

described in Section V. The results are shown in Fig. 2. As
expected, we have achieved considerable reduction of the
numbers of ReLLUs especially when ¢ is small. In particular,
when ¢ = 0.1, the number of ReLUs in the reduced order
model G, given by (20) was n, = 26.

By letting ¢ = 0.1, we solved the primal SDP (22) relying
on the reduced order model and obtained Yred,primal =
0.1416. The CPU time was 1476 [sec]. In addition, by the
command dual, we extracted the dual optimal solution
H, and its rank was numerically verified to be one. From
Theorem 6, we then constructed w* € R™®* whose image is
shown in Fig. 3. The corresponding output z* = G(w”) is
also shown in Fig. 3. It turned out that

\w* - ’LU()|2 = 01000, |G(w*) - G(’LUO)|2 = 0.1416.

Namely, the computed upper bound is exact and hence
Ly, = 0.1416 holds. In addition, w* € R™* is one of
the worst-case inputs achieving L., . = |G(w*) — G(wp)|a-
We emphasize that the wgy is a genuine worst-case input
for the original FNN G, even though it is constructed from
the reduced order model G,. Here, if we replace the set
of multiplier IIxar by Ilozr in the primal SDP (22), the
resulting upper bound turned out to be 0.1599. The CPU
time was 188 [sec]. Even though the computation time is
much shorter, the obtained upper bound is far from the exact
one obtained above. This clearly shows the usefulness of the
newly proposed set of multiplier ILx .

We see from Fig. 3 that even the worst-case input w™ is
correctly classified as 2. This assertion can be strengthened
by the robustness test (7) in Proposition 1. Namely, regarding
zo = G(wp) shown in Fig. 1, we see that

1
V2
Therefore we are led to the definite conclusion that there is

no adversarial input that leads to false-classification within
W € By,,e for e =0.1.

Lyy,e =0.1416 < 0.1485 = (0.7448 — 0.5347).

VII. CONCLUSION AND FUTURE WORKS

In this paper, we considered the computation problem
of the local Lipschitz constants for single-layer FNNs. By
following standard procedure using multipliers, we reduced
the upper bound computation problem into an SDP. Our
novel contributions in this paper include: (i) providing novel
copositive multipliers capturing accurately the input-output
behavior of ReLUs; (ii) deriving an exactness verification
test of the computed upper bounds by taking the dual of
the SDP; (iii) constructing reduced order models enabling
us to deal with practical FNNs with hundreds of ReLUs.
We finally illustrated the usefulness of the model reduction
and exactness verification methods by numerical examples
on practical FNNs.

In this paper, we evaluated the magnitude of signals
with respect to the Lo norm. However, when dealing with
robustness certification problems in deep learning, it can be
preferable to employ the L.,-norm. We intend to extend the
present methods to this setting and compare the resulting
performance with those in [1], [5].
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Fig. 1. Image of the input wg and corresponding output zg = G(wp).
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Fig. 2. Model reduction results.
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